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SECTION SF 30 BLOCK 14 CONTINUATION PAGE
SUMMARY OF CHANGES

Section 00 21 00 - Instructions

The following clauses were deleted:

DFARS Clauses Incorporated by Reference

Number Title Effective Date Alternate/ Variation
Deviation Effective
Date
252.204-7019 Notice of NIST SP 800-171 DoD Nov 2023

Assessment Requirements.

DFARS Clauses Incorporated by Full Text

252.204-7025 Notice of Cybersecurity Maturity Model Certification (Nov 2025)
Level Requirements.

NOTICE OF CYBERSECURITY MATURITY MODEL CERTIFICATION LEVEL REQUIREMENTS
(NOV 2025)

(a) Definitions. As used in this provision, "controlled unclassified information (CUI)," "current,"
"Cybersecurity Maturity Model Certification (CMMC) status," "Cybersecurity Maturity Model
Certification unique identifier (CMMC UID)," "Federal contract information (FCI)", and "plan of
action and milestones" have the meaning given in the Defense Federal Acquisition Regulation
Supplement 252.204-7021, Contractor Compliance With the Cybersecurity Maturity Model
Certification Level Requirements, clause of this solicitation.

(b)(1) Cybersecurity Maturity Mode/ Certification (CMMC) level. The CMMC level required by
this solicitation is: CMMC Leve/ 7 (Self). This CMMC level, or higher (see 32 CFR part 170), is
required prior to award for each contractor information system that will process, store, or transmit
Federal contract information (FCI) or controlled unclassified information (CUI) during performance
of the contract.

(2) The Offeror will not be eligible for award of a contract, task order, or delivery order
resulting from this solicitation if the Offeror does not have, for each of the contractor information
systems that will process, store, or transmit FCI or CUI and that will be used in performance of a
contract resulting from this solicitation-
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(i) The current CMMC status entered in the Supplier Performance Risk System
(SPRS) (Affps.zpree.eb.mil) at the CMMC level required by paragraph (b)(1) of this provision; and

(i) A current affirmation of continuous compliance with the security requirements
identified at 32 CFR part 170 in SPRS.

(c) Plan of action and milestones. |If the Offeror has a CMMC Status of Conditional, the
Offeror shall successfully close out a valid plan of action and milestones (32 CFR 170.21) to
achieve a CMMC Status of Final.

(d) CMMC unique identifiers. The Offeror shall provide, in the proposal, the CMMC unique
identifier(s) (CMMC UIDs) issued by SPRS for each contractor information system that will
process, store, or transmit FCI or CUI during performance of a contract, task order, or delivery
order resulting from this solicitation. The Offeror also shall update the list when new CMMC UIDs
are generated in SPRS. The CMMC UIDs are provided in SPRS after the Offeror enters the results
of self-assessment(s) for each such information system.

(End of provision)

Section 00 45 00 - Representations and Certifications

The following clauses were deleted:

DFARS Clauses Incorporated by Reference

Number Title Effective Date Alternate/ Variation
Deviation Effective
Date
252.204-7008 Compliance with Safeguarding Covered Oct 2016

Defense Information Controls.

Section 00 72 00 - General Conditions

The following clauses were deleted:
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DFARS Clauses Incorporated by Reference

Number Title Effective Date Alternate/ Variation
Deviation Effective
Date
252.204-7012 Safeguarding Covered Defense Information May 2024
and Cyber Incident Reporting.
252.204-7020 NIST SP 800-171 DoD Assessment Nov 2023
Requirements.
DFARS Clauses Incorporated by Full Text
252.204-7021 Contractor Compliance with the Cybersecurity Maturity (Nov 2025)
Model Certification Level Requirements.

CONTRACTOR COMPLIANCE WITH THE CYBERSECURITY MATURITY MODEL
CERTIFICATION LEVEL REQUIREMENTS (NOV 2025)

(@) Definitions. As used in this clause-

"Controlled unclassified information" means information the Government creates or possesses,
or information an entity creates or possesses for or on behalf of the Government, that a law,
regulation, or Governmentwide policy requires or permits an agency to handle using safeguarding
or dissemination controls (32 CFR 2002.4(h)).

"Current" means-

(1) With regard to Conditional Cybersecurity Maturity Model Certification (CMMC) Status-

(i) Not older than 180 days for Conditional Level 2 (Self) assessments and
Conditional Level 2 (certified third-party assessment organization (C3PAQ)) assessments, with-

(A) No changes in compliance with the requirements at 32 CFR part 170 since
the Conditional CMMC Status date (see 32 CFR 170.16 and 170.17); and

(B) A corresponding affirmation of continuous compliance by an affirming official
(see 32 CFR 170.4); and

(i) Not older than 180 days for Conditional Level 3 (Defense Industrial Base
Cybersecurity Assessment Center (DIBCAC)) assessments, with-

(A) No changes in compliance with the requirements at 32 CFR part 170 since
the Conditional CMMC Status date (see 32 CFR 170.18); and
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(B) A corresponding affirmation of continuous compliance by an affirming official;
(2) With regard to Final CMMC Status-
(i) Not older than 1 year for Final Level 1 (Self), with-

(A) No changes in compliance with the requirements at 32 CFR part 170 since
the Final CMMC Status date (see 32 CFR 170.15); and

(B) A corresponding affirmation of continuous compliance, not older than 1 year,
by an affirming official;

(i) Not older than 3 years for Final Level 2 (Self) assessments and Final Level 2
(C3PAO) assessments, with-

(A) No changes in compliance with the requirements at 32 CFR part 170 since
the Final CMMC Status date (see 32 CFR 170.16 and 170.17); and

(B) A corresponding affirmation of continuous compliance, not older than 1 year,
by an affirming official; and

(iif) Not older than 3 years for Final Level 3 (DIBCAC) assessments, with-

(A) No changes in compliance with the requirements at 32 CFR part 170 since
the Final CMMC Status date (see 32 CFR 170.18); and

(B) A corresponding affirmation of continuous compliance, not older than 1 year,
by an affirming official; and

(3) With regard to affirmation of continuous compliance (32 CFR 170.22), not older than 1
year with no changes in compliance with the requirements at 32 CFR part 170.

"Cybersecurity Maturity Model Certification (CMMC) status" means the result of meeting or
exceeding the minimum required score for the corresponding assessment. The potential statuses
are as follows:

(1) Final Level 1 (Self).

(2) Conditional Level 2 (Self).

(3) Final Level 2 (Self).

(4) Conditional Level 2 (C3PAO).

(5) Final Level 2 (C3PAO).
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(6) Conditional Level 3 (DIBCAC).
(7) Final Level 3 (DIBCAC).

"Cybersecurity Maturity Model Certification unique identifier (CMMC UID)" means 10 alpha-
numeric characters assigned to each CMMC assessment and reflected in the Supplier
Performance Risk System (SPRS) for each contractor information system.

"Federal contract information (FCI)" means information, not intended for public release, that is
provided by or generated for the Government under a contract to develop or deliver a product or
service to the Government. It does not include information provided by the Government to the
public, such as on public websites, or simple transactional information, such as information
necessary to process payments.

"Plan of action and milestones" means a document that identifies tasks to be accomplished. It
details resources required to accomplish the elements of the plan, any milestones in meeting the
tasks, and scheduled completion dates for the milestones, as defined in National Institute of
Standards and Technology Special Publication 800-115 (32 CFR 170.21).

(b) Framework. The Cybersecurity Maturity Model Certification (CMMC) is a framework for
assessing a contractor's compliance with applicable information security protections (see 32 CFR
part 170).

(c) Duplication. The CMMC assessments will not duplicate efforts from any other comparable
DoD assessment, except for rare circumstances when a reassessment may be necessary, for
example, when there are indications of issues with cybersecurity and/or compliance with CMMC
requirements.

(d) Requirerments. The Contractor shall-

(1)(i) Have and maintain for the duration of the contract a current CMMC status at the
following CMMC level, or higher: CMMC Leve/ 7 (Se/f); for all information systems used in
performance of the contract, task order, or delivery order that process, store, or transmit FCI or
CUl; and

(i) Consult 32 CFR 170.23 related to the flowdown of the CMMC requirements, and
flow down the correct CMMC level to subcontracts and other contractual instruments;

(2) Only process, store, or transmit FCI or CUI on contractor information systems that
have a CMMC status at the CMMC level required in paragraph (d)(1) of this clause, or higher;

(3) Complete on an annual basis, and maintain as current, an affirmation, by the affirming
official (see 32 CFR 170.4), of continuous compliance with the requirements associated with the
CMMC level required in paragraph (d)(1) of this clause in the Supplier Performance Risk System
(SPRS) (Aftps.z7pree.eb.mil) for each CMMC UID applicable to each of the contractor information
systems that process, store, or transmit FCI or CUI and that are used in performance of the
contract;
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(4) Ensure all subcontractors and suppliers complete prior to subcontract award, and
maintain on an annual basis, an affirmation, by the affirming official (see 32 CFR 170.4), of
continuous compliance with the requirements associated with the CMMC level required for the
subcontract or other contractual instrument for each of the subcontractor information systems that
process, store, or transmit FCI or CUl and that are used in performance of the subcontract; and

(5) If the Contractor has a CMMC Status of Conditional, successfully close out a valid
plan of action and milestones (32 CFR 170.21) to achieve a CMMC Status of Final.

(e) Reporting. The Contractor shall-
(1) Submit to the Contracting Officer-

(i) The CMMC UID(s) issued by SPRS for contractor information systems that will
process, store, or transmit FCI or CUI during performance of the contract; and

(i) Any changes in the CMMC UIDs generated in SPRS throughout the life of the
contract, task order, or delivery order, if applicable;

(2) Enter into SPRS the results of a current self-assessment for each CMMC UID, not
covered by a C3PAO assessment or DIBCAC assessment, applicable to each of the contractor
information systems that process, store, or transmit FCI or CUl and that are used in performance
of the contract; and

(3) Complete in SPRS on an annual basis and maintain as current an affirmation of
continuous compliance by the affirming official (see 32 CFR 170.4) for each self-assessment,
C3PAO assessment, or DIBCAC assessment required under the contract in SPRS.

(f) Subcontracts. The Contractor shall-

(1) Insert the substance of this clause, including this paragraph (f) and excluding
paragraph (e)(1), in subcontracts and other contractual instruments, including those for the
acquisition of commercial products or commercial services, excluding commercially available off-
the-shelf items, if the subcontract or other contractual instrument will contain a requirement to
process, store, or transmit FCI or CUI; and

(2) Prior to awarding a subcontract or other contractual instrument, ensure that the
subcontractor has a current CMMC certificate or current CMMC status at the CMMC level that is
appropriate for the information that is being flowed down to the subcontractor based on the
requirements at 32 CFR 170.23.

(End of clause)
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